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1. INTRODUCTION

The purpose of this guide is to provide a comprehensive installation guide to Navy Reserve personnel for
installing CAC devices on personal computing equipment.

1.1. Process:
A. Obtaining required files
B. Installing Active Identity
C. Installing Root Certificates
D. Configuring Internet Explorer
E. Adding sites to trusted domains
F. Adding sites to compatibility mode

A. Obtaining required files

» In order for your CAC to properly work on your computer, you will need to obtain a CD
that holds the ActivClient 6.2 and InstallRoot 3.16A software on it. You can obtain this
CD from the IT department of the command you are attached to.

» If you are a machine with CAC access and wish to burn the software to a CD; the
software can be obtained at the Navy Reserve Homeport at
https://private.navyreserve.navy.mil/cnrfc/N-
Codes/N6/Information%20Assurance/ActivClient%206.2.

B. Installing Active Identity

1. Ensure you have inserted the above mentioned CD into your computer. Select “Start” and then
select My Computer”.

£ Internet ._J My Documents
( Internet Explorer

E il 2} My Recent Documents
— E-mail

% :
L) Microsoft Office Outlook, i} My Pictures

a1 h
L,;_“'_'.f Microsoft Office word zoo7 ||/ My Music
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2. Right click on your ‘D: Drive’ and select “Explore”.

Hard Disk Drives

E:‘-g@ Swstem (Z1) E?@ Daka (D)

Devices with Removable Storage

I D-RAM Dt

Explore

Metwork Drives Search...

Scan For Wiruses, ..
i matthew. coatest ‘write these files ko CD
'Maeantfkfs41.nad:  Delete temporary files 5E3.Mads...

5 Combine supported Ffiles in Acrobat. ..

A GuardianEdge 3

Eject

Copy

Create Shortout

Properties

3. Double click “Activ Client 6.2”
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£ Fovorze @ Files Currently on the D (3
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o YO _RECOVERY (1)
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4 OV0 o8 Dwwe 1) A
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4, Select “Install”.

ActivClient CAC 6.2 Installer ‘ E=ane

Actividentity Installer
ActivClient CAC
= Home
U
— ActivClient CAC v6.2
U = Documentation
W
* ActivClient SDK Two-factor Authentication, (/NG
Data security & Digital Signature @ (
= Browse CD
= Extras
= License Agreement Quick Install

= Contact Us

Actividentity ActivClient CAC v6.2.0

AcTiv([DENTITY ©2000 Acividenthy | Third Party Copyrights

5. Select “ActivClient” as shown below.

e e T ——— )

Actividentity

ActivClient CAC Installer

= Home Install

Install Read the Installation Guide before starting instaliation to ensure you have completed
all prerequisite tasks.

Documentation When planning an enterprise deployment, it is advised to consult the

Administration Guide

ActivClient SDK

Also read the Release Notes below for this version of ActivClient to ensure you are
= Browse CD aware of any potential issues

= Extras @ Release Notes

This ActivClient distribution CD includes two installer pack JActivClient Jwhich
f ticanes Agteanmont does not include any device drivers) and Actividentity Device Installer {(which includes
drivers for Actividentity smart card readers and Activkey USB tokens).

= Contact Us

You may access each installer separately by clicking on each product name

For most configurations, click Install/lUpgrade Now for a combined installation or

upgrade

ﬁlnstall / Upgrade Now

[
o Actividentity ActivClient CAC v8.2.0

ACTIV @ ENTITY © 2009 Actividentity | Third Party Copyrights
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CONTINUOUS PROCESS IMPROVEMENT

4. » Computer » DVD RW Drive (G:) Jul 31 2013 » Active Client62 » Product

Organze »  Bumtodisc =~ [ ®

%l RecentPlaces  *  Name Date modified Type Size
3 Libraries 4 Files Currently on the Disc (4) -
3 L] Centificates T 7312013144 PM  File folder
6/3/20091210PM  Windows Installer.. 15223 KB

2
Music [T ActwClient CACA62 |

& Pictures __]A:ﬁvtﬁuﬂcﬁcﬁs.z 6/3/2009 11:59 AM Windows Installer ... 12317 K8
8 Videos ] Setup 4/28/20091210PM  Application 178 K8

™ Computer
&, Local Disk (C:)
s HP_RECOVERY (¥
a HP_TOOLS (F)
£ DVD RW Drive (G|
) Active Client 6.
1 Admin
k

b Bxras

Ji Product
D 2c.6.2.0.154 4
D 2c.620154 1
) ActivClient 6|
). Product
L. Centificates)
L. InstallRoot 3.

€ Network

1213 PM

7. Click “Next” on the InstallShield Wizard that pops up.

4 Files Currently on the Disc (4)

. Certificates 7/31/2013 1:44 PM ___ File folder

15 ActivClient CAC 6462 1) ActivCiient CAC x64 - InstalShield Wizard

15 ActivClient CAC 86 6.2 e

5 setup A 7 Welcome to the InstallShield Wizard for
o ty ActivClient CAC x64

ActivClient

The InstalShield(R) Wizard will install ActivCient CAC x64 o0
your computer, To continue, chck Next,

\WARNING: This program s protected by copyright law and
international treaties,

|

activ{@entity
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8. Read the License Agreement and then select the radio button for “I accept the terms in the
license agreement.”

- —_———
14 ActivClient CAC x64 - InstallShield Wizard ‘ |

License Agreement
Please read the folowing kcense agreement carefully,

Achu@EMTlTv

e

ACTIVIDENTITY SOFTWARE - LICENSE AGREEMENT |

IMPORTANT - READ CAREFULLY BEFORE OPENING SOFTWARE
PACKET(S) ANDVOR INSTALLING, COPYING DR OTHERWISE USING THE
SOFTWARE. THE FOLLOWING TERMS AND CONDITIONS OF USE APPLY
TO YOUR USE OF THE SOFTWARE. BY OPENING THE PACKET(S)
AND/OR BY INSTALLING, COPYING OR OTHERWISE USING THE

I SOFTWARE, YOU INDICATE YOUR ACCEPTANCE OF THE TERMS AND
CONDITIONS OF THIS SOFTWARE LICENSE AGREEMEMT

|ﬁ"Iunmtﬂ1etu'mhﬂtﬂccm:wwt | *"—-— | Print

1 do not accent the terms in the license agreement

IIn:tnI'Zr‘u:t.
| <gak |[ mext> || cancal

9. Select the “Typical” setup type and select next.

r B
141 ActivClient CAC 164 - InstaliShield Wizard ‘ |

Setup Type
Choose the setup type that best suits your needs.

AGTW@ENTITY

Please select a setup type.

@ Typical
II All program features will be installed. {(Requires the most disk
[ space. )

Choase which program features you want installed and where they
|| | wil be installed, Recommended for advanced users.

Page | 6



CAC INSTALLATION GUIDE PROCESS
A QUIK

10. Select “Install”

[ Activcrient CAC x64 - Instalishield ] e |

Ready to Install the Program

A TIU@EN TITY
| The wizard is ready to begin installation. c

Click Install to begin the installation.

If wou want to review or dhange any of yvour installation settings, cick Back. Click Cancel to
exit the wizard.,

InstaliShield

11. Wait for the install to finish and select “Finish”

el i O r s e i

Actividentity et Mz Completd

ActivClient

The InstallShield Wizard has successfully instaled ActivCient
CAC x64. Chck Finish to exit the wizard.,

Please note that the ActivClient CAC x64 notification dialogs
will only be active after you restart your computer.

These dialogs are used to notify the user of events such as
when the smart card is stil in the reader when the user logs
out,

You do not need to reboot for any other operation.

|| Show the readme file

ACTlV@ENnTY
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12. On the ActivClient CAC 6.2 Installer page, select “Actividentity Device Installer” as shown below.

@ e o sime I
T

Actividentity Installer
ActivClient CAC -

= Home Install

= Install Read the Installation Guide before starting instaliation to ensure you have completed
all prerequisite tasks
= Documentation When planning an enterprise deployment, it is advised to consult the

Administration Guide
= ActivClient SDK

Also read the Release Notes below for this version of ActivClient to ensure you are
= Browse CD aware of any potential issues
= Extras
This ActivClient distribution des two installer packages: ActivClient (which
License Agreement -
! 8 g does not include any device drivers) Actividentity Device Installer fwhich includes
B tokens).

drivers for Actividentity smart card readers and Activkey U

é Release Notes

= Contact Us

You may access each installer separately by clicking on each product name
For most configurations, click Install/lUpgrade Now for a combined installation or
upgrade

ﬁlnstall / Upgrade Now

Actividentity ActivChent CAC v6.2.0

AcTiv([DENTITY ©2006 Actvisenthy | Third Party Copyriohts

13. Double Click on “Activldentity Device Installer x64 2.2”

L. % Active Client 6.2 » Extras » Actividentity Device Installer -

Qrganize = Burn to disc

L.
%) Docu it MName Date modified Type Size
J Music . R
) Pictures 4 Files Currently on the Disc (3)
i Videos Actividentity Device Installer 64 2.2 5/29/2009 1:13PM  Windaows Installer ... 2493 KB|
| | Actividentity Device Installer w36 2.2 5/29/20091:12 PM Windows Installer ... 3T25KB
8 Computer 5] AIDI_2.2_ReleaseNotes 6/3/2009 1:26 PM HTML Document 45 KB

n Local Disk (C:)
s HP_RECOVERY (§
=% HP_TOOLS (F:)
&* DVD RW Drive (G
). Active Client 6.,
. Admin
. Documentati
. Bxtras
. Product
D) ac_6.2.0.154
D) ac_6.2.0.154
D ActivClient 5L
L. Extras
. Actividentil
J. Redistribut: .

)
1
1
i

l 3 items
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14. Select “Next” on the InstallShield Wizard.
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[ 81 Device Installer x64 - InstallShield Wizard ot S|

Activid : Welcome to the InstaliShield Wizard for
ccu' entity Deiice Tt aller whd
Device Installer

The InstallShield(R) Wizard will install Device Installer x6< on
your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
nternatonal treates.

Acnv(@ennrv

\EJL Next> | [ cancel |

15. Review the License Agreement and select the radio button stating you have done so. Select
Next.

12 Device Installer x54 - LutulSheldW ;

License Agreement

Please read the folowing koense agreement carefilly. AGTIV@E"TITY

{

ACTIVIDENTITY SOFTWARE - LICENSE AGREEMENT [l |

IMPORTANT - READ CAREFULLY BEFORE OPEMING SOFTWARE
PACKET(S) AND/OR INSTALLING, COPYING OR OTHERWISE USING THE
SOFTWARE. THE FOLLOWING TERMS AND COMDITIONS OF USE APPLY
TOYOUR USE OF THE SOFTWARE. BY OPENING THE PACKET(S)
ANDSOR BY INSTALLING, COPYING OR OTHERWISE USING THE
SOFTWARE, YOU INDICATE YOUR ACCEPTANCE OF THE TERMS AND
CONDITIONS OF THIS SOFTWARE LICENSE AGREEMENT.

@Imﬁmhﬂlmmt |4‘-— == |
/1 do mot accept the terms in the license agreement

[nstallShield
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16. Click the drop down menu for “Actividentity PCMCIA Reader V2” and select “This feature, and all
sub features, will be installed on local hard drive.” as shown below.

" 14 Device Installer x64 - InstallShield wmi o |

Custom Setup
Select the program features you want instaled,

ACTW@ENTHY

Click on an icon n the list below to change how a feature 15 iInstalied.

Feature Descripton

ActivIdentity PCMCIA smart card
rnarlnr wercsinn 2

(SR = Acbvldenuty Devices Setup

X  This feature will not be available,

-

install to:
Change
N InstaliShield
_ Space j [ < Back " Next > ]Ir Cancel j

17. Click the drop down menu for “Actividentity ActivKey V1/V2” and select “This feature, and all sub
features, will be installed on local hard drive.” as shown below.

) ;
1) Device Installer x64 - InstallShield wm; oo
Custom Setup
Select the program features you want instaled,

Acrw@emnw

Click on an icon in the list below to change how a feature i installed.

Feature Description
E I ActivIdentity De Setu
o =~ A:hulden;iyeg Pcmcit Reader V2 e e
sy'sl:em based smart card or Java
i S| - -thIdentity Activiiey VLNZ ==l
=3 This feature will be installed on local han:l drr-.re
* Thus feature, and all subfeatures, will be installed on local hard drve.
IN ¥ This feature will not be available.
Install to:

Il [nstallshield

Help | Space [ < Back
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18. Select “Next” on the InstallShield Wizard.

[ 4 Device Installer x64 - InstallShield wm; oxT

Custom Setup
Select the program features you want instaled,

Acrw@emnw

Click an an icon in the list below to change how a feature is installed.

=] = ~ | ActvIdentty Devices Setup Feature . . .
ActvIdentity POMCIA Reader V2 I
- system based smart card or Java
| = tuidentity Activkey V1/V2 Card on-board,
This feature requires 0KB on

Ingtall to:

C: VProgram Fies\Actividentity\Device Installer)
|| I[nstallShiekd

19. Select “Install”’. Once the Installation is complete, Select “Finish”.

12 Device Installer x64 - InstallShield Wizard ; 1) Device Installer x64 - InstallShieid Wizard
Ready to Install the Program InstaliShield Wizard Completed
The wizard is ready to begin instalation.

Actividentity

acTiv(DenTiTY I
Device Installer

Click Install to begin the nstallation. The InstalShield Wizard has successfully installed Device
Installer x54. Cick Finish to exit the wizard,
I Ifm;:mth:lremordmngzmofmrsuaﬁmszw.ddgﬂadsddcwm

[} Show the readme file

acTiv(DenTiTy

<pok M| sl [ cand ]

II InstallShield
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C. Installing Root Certificates
1. Go to http://iase.disa.mil/pki-pke/function pages/tools.html and scroll down to Trust Store
Management to locate “InstallRoot 3.16 A”

Trust Store Management back to top
+ InstallRoot 3.16: User Guide
+ InstallRoot 3.16: MIPR Windows Installer

-«

+ InstallRoot 3.16 E

+ InstallRoot 3.16 J

+ InstallRoot 3.16 X

+ InstallRoot 3.15.35

+ InstallRoot 3.15: SIPR Windows Installer

+ NSSdb CertLoader for Linux *PKI

+ NSSdb CertLoader for Linux User Manual *PKI

+ NSSdb CertLoader for Windows *PKI

+ NSSdb CertLoader for Windows User Manual *PKI

2. Expand “InstallRoot 3.16 A” and click on “(ZIP Download) Size: 1,803 KB”

Trust Store Management back to top
+ InstallRoot 3.16: User Guide

+ InstallRoot 3.16: NIPR. Windows Installer

This zip file contains two folders: Windows and PKCSY. The Windows folder contains a command-line version of
InstallRoot which installs all of the DoD PKI root and intermediate CA certificates in the Windows certificate store on
Windows XP, Vista, Windows 7, Windows Server 2003, Windows Server 2008, and Windows Server 2008 R2

operating systems. The PKCST folder contains both PEM and DER format Public Key Cryptography Standard
(PK.CS) #7 certificate bundles containing the DoD PKI production CA certificates. as well as associated files and
instructions for validating the PKCS#7 bundles

(ZIP Download) Size 1,803 KB

+ InstallRoot 3.16 E

+ InstallRoot 3.16 J

+ InstallRoot 3.16 X

+ InstallRoat 3.15.35

+ InstallRoot 3.15: SIPR Windows Installer

+ MSSdb CertLoader for Linux *PKI

+ MN3Sdb CertLoader for Linux User Manual *PKI

Page | 12
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3. Afile download box will pop up asking you whether you want to open or save this file. Click
“Save”.

+ InstallRoot for Windows Maobile Installation Guide *PKI
+ InstallRoot for Windows Maobile 5
+ InstallRoot for Windows Mobile 6

File Download

Do you want to open or save this file?
+ | __-\EL Mame:  unclass-installroot_w3-16a.2ip

= Tupe: WinZip File, 1.75ME
—Ir] ) A

From: iase.disa.mil

Thi Her contains a command-
Ins Open ] [ e ] [ el ] ificates in the Windows ¢
Wi 2008, and Windows Ser
opd Always azk befare opening this type of file t Public Key Cryptograpt
(PH ificates. as well as assoc
ns i | while files from the Intemet can be ugeful, some files can potentially
i .d harm your computer. If yau do not trust the source, do not open ar
|_2|] S save this file, What's the risk?
+1 oot O 10 &

+ InstallRoot 3.16 J

+ InstallRoot 3.16 X

+ InstallRoot 3.15.3S

+ InstallRoot 3.15: SIPR Windows Installer

4. Save the file to your “My Documents” folder.

back to top

Savein: .D My Documents

5 | Encryphed
\;ﬁ dMy Music
My Recent .ﬂMy Pickures brsion of
Docurments |5 Snaglt ate store on
F— g R2
; ndard
Desktop files and

B

+ |nstd | My Documents

-
g
+ Inst3 :_l_rg
My Computer
+ Instd MwWDMNFLTT14..

+ Instg ‘;} File mame: L b
D
+ NSS ty Metwork Save ag type: WirZip File L3

+ NS ST T LT e e T T

+ MNSSdb CertLoader for Windows *PKI
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5. Go to your “My Documents” and double click “unclass-installroot_v3-16a

& My Documents

File Edit  ‘iew Fawotites Tools  Help

\)Back ».._) LE pSaarch I{_ Falders v

Address B My Documents

e
/ — —

File and Folder Tasks II‘;_J Encrypted '.l;i/ Py Music
o

(2 Make a new Folder

-4 P ™
"\f\/ My Pictures I:{J Snaglt
Other Places ! |
@ Lalicp = unclass-installroot_w3-16a
=i
My Computer 1,805 KB

{(WDMFLT114017)
!ﬂ My Metwork Places

Details

6. On the WinZip screen, navigate to the Windows folder as shown in the below diagram.
Double Click on “InstallRoot_v3.16A.exe”.

) WinZip - unclass-installroot_v3-16a.zip

File Actions Miew Jobs Options  Help
: I ‘B It ol i }= = EEISN
= W W J! 2
h ¥ ¥ | — i | h s
0 Wy (s s 9 S
Mew Qpen Favorites add Extrack T Encrypt Wig Checkout  Wiew Skyle
Address |InstallRu:u:ut_vS.lﬁ.ﬁ.'l,'-.-'-.-'indcuws'l, v| _? ||E}|v =
Folders b % Mame Type Modified Size W
||:_;g [unclass-installrook_v3-16a.: ﬂ InstallRook_w3,16.5hal SHAT File 21712013 17:58 BES
= ) InstallRoot_v3.164 &) InstallRact_v3.16,5haz56 SHAZSE File 2712013 17:58 05
=) PKCS? it} InstallRoot_w3, 164, 2xe application 2(7/2013 1758 1,739,904
) Windows =] Installroot w3, 164, kxt Text Document 272013 17:55 5,330
\ M InstallRoot_w3, 168x64,exe Application ZI712013 17:58 2,347,645
£ | £ | ¥
Selected 1 file, 1, 700KE Tatal 12 files, 4, 169KE 200
N
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You will see a command prompt (black window) pop up and run a script. XP users will be
fine after this. However, on WIN7 it may pop up something to the effect that "This software
may not have installed correctly”. The software did install correctly so there is no need to
repeat installation.

Pull your CAC out of the CAC reader and re-insert your CAC into the reader.

Navigate to Start — All Programs — Actividentity — ActiveClient — User Console as
displayed in the below image.

e
Movie Maker

@ Windows

&t

W8 PIN Change Tool
98’ PIN Initialization Tool
@ Troubleshooting

@ ActivClient

Adobe LiveCycle ESZ 3 Advanced Configuration Manager

Attachmate Reflection | §8 advanced Diagnostics

Boldon James 3
Boldon James Directary 3
Budget Builder 3
CleverPath EUREKA Reporter Designer  #
Common Message Processor 4.7,8.0 3
DCO ¥MPP Deskbop Client 3
DD Business Systems 3

Ghostgum 3

Coates, Matthe:

eeeEeerEEEEl

Ghostscript 3

Gradkell Systems, Inc >

fl Internet ) GuardianEd v
s Internet Explorer Hardantags

HP Trim »
— E-mail

{J Micrasoft Office Qut/f LUCENT L4

i Macromedia »

|_'w‘-=; Microsaft Office Wor Microsoft Office Cutlook Tools 3

= MetCheck 1,0 ’

|Lx= Micrasoft Office Exce

L] MS& Hampton Roads >

- ) PowerTrack v
|“4&= Adobe Acrobat X Pro auweriras

B Roxio »

([ Microsoft office Pow Roxio Creator Sikver 10 »

|f_23 2007 —

Snagit 10 »
) ]

‘E‘% Snagit 10 SUPRA Server SOL b
I Symante: Endpoint Protection 3
s Caloulator
P TerraGo Technologies 3

All Programs » THMCA '
Transparent Language, Inc 3

P8 adobe Acrobat Distiller %
[/~ adobe Acrobat % Pro
= Jmnitiator 1.3.1.29

74 start &
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10. Right Click the “Certificates” icon and select “Make certificates available to Windows”

File Edit View Tools Help

00X R 02 @ QO

4 % Tasks View - X iy
| E
My Certificates Tasks .
@ Yiew my certificates amart Card Personal Data
Infa
@ Impaort a certificate

Open

My Personal Info Task “ ]

Import a certificate...
@ Wiew My Personal Info |

Make Certificates available to Windows |

11. Select “Ok” on the popup notifying you that your certificates have been made available.

D. Configuring Internet Explorer

1. Select Start

0_(-1‘9 Microsoft Outlook 2010

Fertig, Jonathan JIT1
@ Microsoft Word 2010 CNRFC, N63
@ Microsoft Excel 2010 =
Pictures
MAVFITIS8A
F— Music
lEi’ Getting Started

' Computer
! Connect to a Projector

Control Panel
% Remaote Desktop Connection

Devices and Printers
Sticky Notes

Default Programs

Calculator

% Snipping Toaol

| > AllPrograms

Help and Support

| |Sear':h programs and files

Page | 16
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3. Select “Internet Explorer”

P8 Adobe Acrobat Distiller X -
E., Adobe Acrobat X Pro
@ Default Programs
W' Desktop Gadget Gallery
@ Internet Explorer (64-bit)
|E Internet Explorer
&l NAVFITO8A =
£ Windows DVD Maker
=8 Windows Fax and Scan
@ Windows Media Player
- XP5 Viewer
| Accessories -
. Actividentity
. Adobe LiveCycle ES2
| Attachmate Reflection
. Common Message Processor 4.7.8.0
. DCO XMPP Desktop Client
| Games
. GuardianEdge
./ HP Trim -
4. Select “Tools”
B vy il Home Poae e e e e =
OO [© rw/rmovnmymi -[B[4]x][Een 2]

i Favorites | 5k
| ® Navy.mil Home Page i A-g-= @@. =

=
=
=
S
2
=
=

Building leaders is an everyday
process.

ALL HANDS MAGAZINE
PHOTO GALLERY

ALL HANDS UPDATE
NAVY SOCIAL MEDIA

View Story

NAVY NEWS SERVICE TOP STORIES IMAGES OF THE DAY @ Toplmages 7 Photo Gallery

8 Fleet Master Chief Beldo Visits Nimitz P
Strike Group at Sea

‘The aircraft carrier USS Nimitz (CVN 68)
hosted a visit by the Vice Chief of Naval
Operations (VCNO) and the Fleet Master Chief
of Manpower, Personnel, Training and
Education (MPT&E) July 29.

VCNO Visits U.S. 5th Fleet Sailors

& Unknown Zone (Mixed) | Protected Mode: Off ‘3 v ®100% v
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5. Select “Internet Options”

R e ——L

gl

Reopen Last Browsing Session

Pop-up Blocker r
Manage Add-ons

Work Offline
Compatibility View

& Rkl

Compatibility View Settings

Full Screen F11
Toolbars r
Explorer Bars r

<> Developer Tools F12

Suggested Sites

OneMote Linked Motes
S5end to OneMote

Internet Options

6. Select the “Advanced” tab

General |Sec|..|rit5-I I Privacy | Content I Connections I Programs |Edvanced!
Home page
l/? To create home page tabs, type each addressﬁs own line.
= |

hittp://www.navy.mil) Y -

-

[ Use current ][ Use default ][ Use blank

Browsing history

71 Delete temporary files, history, cockies, saved passwords,
v ,-' and web form information.

Delete browsing history on exit

Delete... ] ’ Settings ]
Search
; | Change search defaults,
Tabs
| Change how webpages are displayed in
—
Appearance

[ Colors ][ Languages ” Fonts ][ Accessibility ]

@u Some settings are managed by your system administrator.
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| General I Security | Privacy I Content I Connections | Programs Advanced l

Settings

Enable DOM Storage -
Enable Integrated Windows Authentication™

Enable memory protection to help mitigate online attacks™
Enable native XMLHTTP support

[ Enable smartScreen Filter

[ usessL 2.0

— B UsessL 3.0

B useTLs 1.0

[ useTLs 1.1

[ useTLs 1.2

Warn about certificate address mismatch™

[] warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n

a

-

< 1 | 3

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state.

nﬁ Some settings are managed by your system administrator,

[ ok || concel Apply

8. Select “Apply”

p
Internet Optiol

| General I Security I Privacy | Content | Connections I Programs Advanced [

Settings

Enable DOM Storage "
Enable Integrated Windows Authentication®

Enable memory protection to help mitigate online attacks™
Enable native ¥MLHTTP suppart

[ Enable SmartScreen Filter

Use S5L 2.0

Use S5L 3.0

Use TLS 1.0

[[] usems 1.1

[T usems 1.2

Warn about certificate address mismatch® L
[ warn if changing between secure and not secure mode |=
Warn if POST submittal is redirected to a zone that does n

4 1 ] 3
*Takes effect after you restart Internet Explorer

Restore advanced settings
Reget Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state.

@ Some gettings are managed by your system administraXgr.

o) Lo ) ]

Quik
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9. Select “OK”

-
Internet Optiol

| General I Security | Privacy I Content I Connections | Programs | Advanced l

Settings

Enable DOM Storage ~
Enable Integrated Windows Authentication®

Enable memory protection to help mitigate online attacks™
Enable native XMLHTTF support

[ Enable Smartscreen Filter

Use S5L 2.0

Use S5L 3.0

Use TLS 1.0

[ UseTis 1.1

[ useTs 1.2

Warn about certificate address mismatch®

] warn if changing between secure and not secure mode
Warn if POST submittal iz redirected to a zone that does n

a

=

< T | 3

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition.

You should only this if your browser is in an unusable state.

@ Some settings are aged by your system administrator.

[L [0]4 ][ Cancel Apply

E. Adding Sites to trusted Domains

1. Open Internet Explorer, select “Tools” and click on “Internet Options”

v [$2|[ x| | |[2]-

B - B - [Pae -

Delete Browsing History., .,

Pop-up Blocker 3
Phishing Filker 3
Manage Add-ons 3
Wtk OFfline:
Full Screen Fi11

v Menu Bar
Toolbars 3

Windows Messenger
Diagnose Connection Problems. ..
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2. Click on the “Security Tab” and select Trusted Sites

Internet Options

| General | Security | Privacy | Content | Connections | Programs | Advanced |

Select a zone ko view or change security settings,

@ «@ v 0O

Internet Local intranet  Trusted sites Restricted
sites

Trusted sites

This zone contains websites that vou
trust not ko damage your computer or
wour files,

‘ou have websites in this zone.

Security level for this zone

Custom
Custom sektings,
- To change the settings, click Custom level,
- To use the recommended settings, click Default level,

[Custnmlevel... H Default level ]

[ Reset all zones to default level ]

@ Some sektings are managed by your systen administrator,

I_ [0]4 ] [ Cancel applky

3. Click on the “Sites” button.

General | Security | Frivacy | Content I Connections I Programs | Advanced |

Select a zone to view or change security settings.

@ & v O |

Internet Local intranet  gEifEi=sl=li==1 Restricted
sites

B | sites |\
This zone contains websites that you

trust not to damage your computer or
your files,
You have websites in this zone.

Security level for this zone
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4. In the box that pops up, you can enter any sites that you are attempting to access. Simply copy
the URL into the box and select “Add”. An example is below.

Trusted sites r'ﬁ_(|

¥ou can add and remove websites from this zone, All websites in
By this zone will use the zone's security settings,

Add this website to the zone:

| https: {fprivate. navyreserye. nayy . mil| | I add ]

Websites:

https:{fauowizard. nadsuswe.nads. nawvy. mil Remaove

Require server verification (hitps:) for all sites in this zone

Close

5. Select “Close” to save your changes.

F. Adding Sites to Compatibility Mode

1. Click on the Tools menu/icon in your browser.

History... Ctrl+Shift+ Del

InPrivate Browsing Ctrl+Shift+ P

Diagnose Connection Problems.? 1
Reocpen Last Browsing Session
InPrivate Filtering Ctrl+Shift+F

InPrivate Filtering Settings

Pop-up Blocker »
SmartScreen Filter >

Manage Add-ons

Compatibility View
Compatibility View Settings

Subscribe to this Feed...

Feed Discowvery 3
Developer Tools F12

OneMote Linked Notes
Send to OnelMote

Internet Options
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2. Select Compatibility View Settings from the Tools menu.

Delete Browsing History... Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift+P

Diagnose Connection Problems...

Reopen Last Browsing Session

InPrivate Filtering Ctrl+Shift+F
InPrivate Filtering Settings

Pop-up Blocker : ! *
SmartScreen Filter »
Manage Add-ons

Compatibility View

Compatibility View Settings

Subscribe to this Feed...

Feed Discovery »
Developer Tools F12

OneMote Linked Motes
Send to OneMote

Internet Options

3. Inthe Compatibility View Settings dialog box, you need to add navy.mil and select add.
Compatibility Vi

lm ‘You can add and remove websites to be displayed in
A Compatibility View.

Add this website:
|naw.mil| I Add

Websites yo‘ added to Compatibility View:

msn.com \ Remove

3

Indude updated website lists from Microsoft
Display intranet sites in Compatibility View
[ cisplay all websites in Compatibility View

Close
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4. Click Close to close the dialog box.

Compatibility View Set =

REI ¥ou can add and remove websites to be displayed in
&I Compatibility View,

Add this website:

Websites you've added to Compatibility View:

msn.com Remowve
navwy.mil

Close

N\

Incude updated website lists from Micros
Display intranet sites in Compatibility View
[ Display all websites in Compatibility View

4.1. Responsibilities:
User:
¢ Follow the directions outlined by this process to ensure that your CAC will work properly
on your PC.
¢ Inthe event that this process does not solve your CAC installation issues, please contact
COMNAVRESFORCOM N6

4.2. Systems Supported
This standard operating procedure supports the following operating systems and web
browsers.
» Operating Systems
- Windows XP (All versions)
- Windows 7 (All versions)
- Windows 8 (Professional edition only.)

» Web Browser
- Internet Explorer versions 7 through 10
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4.3. References

Points of Contact
e COMNAVRESFORCOM Customer Service Center
- Commercial Number: 1-(866)830-6466
- Email: navyreservecsc@navy.mil

e Active Client Software
https://private.navyreserve.navy.mil/cnrfc/N-
Codes/N6/Information%20Assurance/ActivClient%206.2

e Active Client Hotfixes
https://private.navyreserve.navy.mil/sites/HelpDesk/Software%20Library/Forms/Allltem
S.aspx

e Antivirus Software
https://infosec.navy.mil/main/home?p=5-1

e Root Certificates
http://iase.disa.mil/pki-pke/function pages/tools.html
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