Step 1: Update your system.  (10.6.5 is the latest for Snow Leopard)
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Step 2: Plug in your CAC Reader to an available USB Port
Step 3: Click the Apple Icon in the upper left corner of your desktop and select "About This Mac"
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Step 4: Click the "More Info" Button within the window that pops up. (This opens System Profiler)
Step 5: Within the "Hardware" Category select "USB." On the right side of the screen the window will display all hardware plugged into the USB ports on your Mac. You should see “Smart Card Reader.”  If the Smart Card reader is present, it is installed on your system, and no further hardware changes are required, e.g. additional drivers / Firmware upgrades.  You can now Quit System Profiler.  NOTE:  Please look at the Version:  If it is 5.18 or 5.25 for an SCR-331 Reader, it should work fine.  If it is below 5.18, please update your firmware.
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Product ID:
Vendor ID:

Version

Serial Number.

Speed

Manufacturer:

Location ID:

Current Available (mA):
Current Required (mA):

SCRx31 USB Smart Card Reader:

0xe001
0x04€6 (SCM Microsystems)
5.25

2120635201883

Up to 12 Mb/sec

SCM Microsystems Inc.
0x3d200000

500
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NOTE:  Please try accessing a CAC enabled website NOW.  You should be able to use your CAC without needing to complete the rest of the following steps.  
 

 

NOTE2:  For OWA users, you will need to hit cancel when it prompts for your PIN initially, then on the next screen, select the Email certificate.
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NOTE3:  If you previously had Leopard installed and were using your CAC.  You will need to go into the Login section of Keychain access and remove all of the URLs you had added before.
 

Step 6: From the Finder Menu:  Click: Go, Utilities, click the little triangle to open it up, double click Keychain Access
NOTE:  If you don't see Go, click the finder [image: image5.png]


icon  in your taskbar.  Click Applications (under Places), Utilities, Keychain Access
 

Step 7: Insert your CAC into the CAC Reader.  In the upper left portion of the Keychain Access window, under "Keychains" your CAC should show up (CAC...XXXX-XXXX-XXXX-XXXX-XXXX), click it.  In the right side you will see the certificates that are on your CAC. (If your CAC does not appear remove it from the reader and repeat).
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Step 8: Double Click the "Padlock" icon in the upper left corner of the program window, you will be prompted for your CAC PIN.  Enter your PIN and select OK to unlock your CAC.
NOTE:  If your padlock will not unlock, and you have one of the new CACs, If your CAC does not work, you may have received one of the new PIV II CAC's.  You can verify by looking on the back above the black magnetic strip for either of these:  "Gemalto TOP DL GX4 144" (see example below) or "Oberthur ID One 128 v5.5 Dual."  Download the CAC-NG (BETA v0.95) TOKEND file from Mac OS FORGE.org Restart your computer then proceed.
INFORMATION:  This build supports the Gemalto TOPDLGX4 144 cards, but does not yet support the Oberthur ID One 128 v5.5 Dual card. Subsequent builds will provide support needed for the Oberthur card. If you attempt to access this newer Oberthur card, it will be picked up by the original CAC tokend and will show no certs/keys within Keychain Access -indicating a lack of support.
Step 9: Select the desired certificate, which will show as:  LASTNAME.FIRSTNAME.MIDDLENAME.NUMBERS on the right side of the screen. Right Click your mouse and select "New Identity Preference"  If you don't have a two button mouse, hold the <ctrl> key and click your mouse to get the "New Identity Preference" option.
NOTE:  You should see 3 or 4 certificates, if you see less than 3, you will need a new CAC.
Step 10: Enter the URL / website for the website you wish to access using your CAC, select the appropriate certificate and click “Add”: 

example(s):  

-  NROWS: https://nrows.sscno.nmci.navy.mil (DOD CA-XX)
-  Navy Reserve Portal: https://private.navyreserve.navy.mil/ (DOD CA-XX)

-  NADSUSEA (Navy East OWA): https://webmail.east.nmci.navy.mil (EMAIL CA-    XX)
-  NADSUSWE (Navy West OWA): https://webmail.west.nmci.navy.mil (EMAIL CA-XX)
Step 10a: I was unable to save the email certificate for my OWA (it kept defaulting back to the non-email certificate)
Step 10b:  I copied the email certificate (s) from the CAC...2-75E4 section.
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Step 10c:  I first verified it was the email certificate before pasting it into the login section
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Step 10d: I pasted the above email certificate(s) into the login screen section of Keychain Access.  I had 2 for some reason, so, I copy and pasted both of them.      
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Step 11: Quit Keychain Access (and Applications (if it is still open)), remove your CAC from the reader, and re-insert it.  Open Safari and begin navigating to your CAC enabled site.  
[image: image10.png]



