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COMMANDER NA VY RESERVE FORCES COMMAND 

1915 FORRESTAL DRIVE 
NORFOLK VA23551-4615 

COMNA VRESFORCOM INSTRUCTION 2280.3E 

From: Commander, Navy Reserve Forces Command 

COMNA VRESFORCOMINST 2280.3E 
N6 
15 Feb 2024 

Subj: EMERGENCY ACTION PLAN FOR CLASSIFIED MATERIAL AND 
COMMUNICATIONS SECURITY MATERIAL 

Ref: (a)DoD M-5200.01-Vl through V4, DoD Information Security Program: February 2012 
(b) Communications Security Material System (CMS) Policy and Procedures Manual 

(CMS-I (series)) 
(c) SECNAVINST 5510.36B 
(d) SECNAV M-5210.1 of Sep 2019 
(e) COMNAVRESFORCOMINST 2280.IF 
(f) COMNA VRESFORCOMINST 3300.2B 

Encl: (1) Record ofinstruction Review 
(2) Record of Exercise/Test 
(3) Classified Material Emergency Destruction Plan 
( 4) Ffre Preparedness and Natural Disaster Plan 
( 5) Hostile Action Emergency Plan 
( 6) Removing Material to a Safe Place 
(7) Precautionary Destruction Priorities 
(8) Complete Emergency Destruction Priorities 
(9) KOA Vault Diagram (list building and space) 
( 10) Methods and Location of Destruction 
(11) Emergency Destruction of STE/KSV-21 Assets 
(12) Sample Notification Message 
( 13) Precautionary Emergency Destruction Cards 

1. Purpose. To issue policy and procedures for the protection, removal, or destruction of 
communications security (COMSEC) and classified materials located in the Commander, Navy 
Reserve Forces Command (COMNA VRESFORCOM) Key Management Infrastructure (KMI) Key 
Operating Account (KOA) vault, per references (a) through (e). 

2. Cancellation. COMNA VRESFORCOMINST 2280.3D. 

3. Applicability. This instruction applies to all contractors performing work on Commander, Navy 
Reserve Force (COMNA VRESFOR) funded contracts or in COMNA VRESFOR or subordinate 
command spaces, contractor management personnel, security professionals, personnel working with 
contractors, government civilian workers, and all military personnel. 

a. COMSEC material emergency destruction procedures are covered separately; review 
procedures developed in accordance with reference (a). 
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4. Policy. This instru.ction provides COMNA VRESFORCOM policy for securing and destroying 
classified material in order to protect classified material from compromise in the event of an 
emergency. An emergency is defined as any unforeseen occurrence that results in a significantly 
increased danger ofCOMSEC/classified material being compromised by unauthorized personnel. 
References (a) through (e) and enclosures (1) through (13) contained herein are to be reviewed and 
complied with upon direction by COMNA VRESFORCOM or the Staff Communication Material 
System Responsibility Officer (SCMSRO) in the event of an emergency. 

a. Emergencies. An emergency is defined as any unforeseen occurrence that results in a 
significantly increased danger of COMSEC/classified material being compromised by unauthorized 
personnel. This instruction will be used for different types of emergencies: 

(1) The fire preparedness and natural disaster plan per enclosure (2) provides in-depth 
procedures in the event of a fire, flood, hurricane, or other natural disaster, which threatens the 
security of COMSEC and other classified material or incidents affecting classified material storage 
areas. 

(2) Hostile actions per enclosure (3) provides in-depth procedures in the event of enemy 
attack, civil disturbance, riot, civil uprising, and terrorist actions, which threaten the security of 
COMSEC and other classified material or incidents affecting classified material storage areas. 

5. Responsibilities. The KOA manager is responsible for the effective operation of this instruction 
and shall ensure all COMNA VRESFOR personnel (i.e., GS civilians, contractors, and military 
personnel) are thoroughly indoctrinated and trained in the action required of them if an Emergency 
Action Plan (EAP) is executed, ensure the destruction of all COMSEC, and serves as an advisor to 
COMNA VRESFORCOM on all KOA matters. 

a. Emergency protection action includes securing all classified publications and material in a 
safe. 

b. The emergency removal action per enclosure ( 4) provides guidance regarding the relocation 
of classified material to a secure area provided time and safety of personnel permit. 

c. Emergency destruction actions are initiated when compromise of COMSEC material is 
imminent and sufficient time is not available to properly remove the COMSEC material to an 
alternate storage location. The KOA primary and/or alternate managers should be the ones to 
conduct emergency destruction whenever possible. These actions are broken into two phases, per 
enclosures (5) and (6). 

(1) Precautionary Destruction. Destruction of all material not essential to current operations. 
The primary value of this type of destruction allows total destruction and can be completed in a 
relatively short period of time if an overrun threat becomes imminent. 

(2) Complete Emergency Destruction and Destruction of all classified material. All 
reasonable efforts should be made to secure, or remove the classified material, and destroying the 
material.should be considered only as a last resort. During actual destruction, the collection of 
accurate information concerning the extent of emergency destruction is second in importance only to 
the destruction of material itself. 
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(3) Detailed plans for emergency removal, partial precautionary destruction, and complete 
emergency destruction cards are in the COMNA VRESFORCOM KOA vault. The appropriate 
. authority (Commander or the SCMSRO) to initiate emergency removal, partial destruction, or full 
destruction, one of the three emergency destruction plans (Emergency removal; Precautionary 
destruction; and; complete emergency destruction). Based on the chosen emergency destruction 
plan; subsequent instruction cards will be followed. The individual responsible for executing the 
required emergency action will ensure the appropriate cards are obtained and each card is signed 
upon completion. If the material in the drawers is being destroyed, require two combinations to 
open, and ensure the two individuals accompany this material when it is destroyed. The same two 
individuals will sign the card upon completion to maintain "two-person integrity." The responsible 
individual will retain the completed cards along with all emergency destruction cards, binders, and 
logbooks. 

( 4) Enclosure (7) depicts the KOA vault with the approximate safe locations. An authorized 
personnel access roster is posted on the inside of the KOA vault door. 

(5) When destruction is necessary, enclosure (8) will apply relative to the methods of 
destruction, with authorized areas designated for such destruction respectively. Enclosure (9) will 
apply for Secure Terminal Equipment (STE)/enhanced crypto card destruction (KSV-21 card) . 

. d. Training. The KOA managers will conduct and document all training on an annual basis to 
ensure that KOA manager/alternates are familiar with proper handling and destruction procedures. 
The KOA manager will document and store all COMSEC-related training. ' 

6. Action. The following officials are authorized to order the execution of the provisions of this 
instruction when directed by the Commander or SCMSRO: 

a. KOA Manager/Alternates. If an emergency occurs, as defined in paragraph 5, the KOA 
manager/alternates will take the prescribed course of action as indicated in paragraph 6. 

b. Ensure that a complete inventory is conducted both prior to and upon completion of the 
destruction of materials. Make all appropriate follow-on reports to the Commander and/or the 
SCMSRO. The reports should include adequate identification of the material destroyed, method, and 
extent of destruction. 

c. If an emergency arises and the KOA manager/alternatives are unavailable, the Commander or 
SCMSRO may designate any personnel (Military, Civilian, or Contractor) assigned to 
COMNA VRESFOR members to perform an EAP/Emergency Destruction Plan (EDP). Perform the 
following steps if that situation occurs: 

(1) Once inside the KOA vault, pull out the EAP/EDP binder, located in the STE file cabinet 
within the vault, for the appropriate plan directed. Follow all the instructions as written on the cards. 

(2) When all the emergency action plan cards are complete, secure the office space and 
return the acquired combinations to the SIPRNET cafe. 

(3) Keep all completed emergency action plan cards, logbooks, and binders and release them 
only to the commander, SCMSRO, and/or the KOA managers/alternates. 
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7. Reporting. The KOA manager shall conduct a post inventory upon conclusion of the EAP. The 
KOA manager will report all losses or unauthorized exposures to classified COMSEC material to the 
Commander, and the SCMSRO. An appropriate classified Naval message as shown in enclosure 
(10), will be drafted, and released by the appropriate releasing authority. The KOA 
manager/alternates will provide assistance if required. 

a. Safety. Emergency protection, removal, or destruction procedures for COMSEC and other 
classified material are secondary to the safety of personnel. Emergency actions should be taken only 
to the extent of practicality and when such actions do not pose an unreasonable threat to life. 

8. Records Management. Records created as a result of this instruction, regardless of media and 
format, must be managed per Secretary of the Navy Manual 5210.1 of September 2019. 

9. Review and Effective,Date. Per OPNAVINST 5215.17A, COMNA VRESFORCOM N6 will 
review this instruction annually around the anniversary of its issuance date to ensure applicability, 
currency, and consistency with Federal, Department of Defense, Secretary of the Navy, and Navy 
policy and statutory authority using OPNAV 5215/40 Review of Instruction. This instruction will be 
in effect for 10 years, unless revised or cancelled in the interim, and will be reissued by the 10-year 
anniversary date if it is still required, unless it meets one of the exceptions in OPNAVINST 
5215 .17 A, paragraph 9. Otherwise, if the instruction is no longer required, it will be processed for 
cancellation as soon as the need for cancellation is known following the guidance in OPNA V Manual 
5215.1 ofMay2016. 

Releasability and distribution: 
This instruction is cleared for public release and is available electronically only via 
COMNA VRESFOR Web site, https://www.navyreserve.navy.mil/Resources/Official-RESFOR
Guidance/Instructions 
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Enclosure (1) 



CALENDAR YEAR 
TESTED 

COMNA VRESFORCOMINST 2280.3E 
15 Feb 2024 

RECORD OF EXERCISE/TEST 
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CLASSIFIED MATERIAL EMERGENCY DESTRUCTION PLAN 

1. Applicability. COMNA VRESFORCOM headquarters building NH-32 is a limited access 
area, restricted by badge access; force protection measures are established to minimize risk of 
loss or compromise of classified information in an emergency. Additionally, the force protection 
procedures in place will supplement the protection as required. In the event of an emergency, 
one of the following individuals will designate that an emergency exists: 

a. COMNA VRESFORCOM. 

b. In the absence of the COMNAVRESFORCOM the next military superior in line 
established by the COMNA VRESFORCOM chain of command is authorized to declare that an 
emergency exists. 

2. Reporting. Program managers, functional directors, and special assistants are responsible for 
initiating the protection of classified material within their directorate when an emergency exists. 
These individuals shall identify personnel who will be responsible for the protection of classified 
material in an emergency. 

3. Emergency Destruction Plan. This section publishes procedures to be followed for 
safeguarding classified information and equipment during emergencies. Emergencies may be 
categorized as: 

a. Natural emergency, which results from a natural disaster such as fire, flood, or hurricane. 

b. All bomb threats must be closely evaluated and reported to the regional operations center 
watch officer to prevent unacceptable disruption to normal operations. 

c. Hostile or dissident action emergency, which results from enemy action, hostile forces, 
mob, riot action. 

d. Emergency destruction of classified material, including North Atlantic Treaty 
Organization classified material, held by COMNA VRESFORCOM will be executed per the 
following procedures and as directed by the commander or SCMSRO. The following procedures 
will be implemented: 

(1) Under normal circumstances, COMNA VRESFORCOM will order the EDP 
implemented when it is considered that the forces and facilities at the command's disposal are 
inadequate to protect the subject materials from impending loss or capture. The 
COMNA VRESFORCOM Commander or SCMSRO will authorize the KOA manager/alternates 
to initiate the plan without awaiting specific orders. The exercise of individual initiative in 
preparing for emergency action at all levels of command is desired. 
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(2) The security watch will restrict access to the building, closing off all but the main 
entrance. All personnel entering the building will be checked for proper identification. 

(3) The KOA manager/alternates shall immediately notify all required individuals. If an 
individual cannot be contacted, the next ranking individual having access to departmental 
classified information will be notified of the need to prepare for the possible destruction of 
classified material held inthe department. 

(4) In an extreme emergency scenario and after the Commander or SCMSRO authorizes 
emergency destruction anyone within the department having access to classified information can 
be directed to implement destruction procedures. 

(5) During non-working hours, duty personnel will contact the commander for guidance: 

(a) The commander or SCMSRO, if available, will direct the safeguarding and 
destruction of classified material. 

e. Natural Disasters 

(1) Since natural disaster emergencies does not normally subject the material to capture 
by enemy forces, in the event of a natural disaster emergency the following actions will be taken 
to protect classified information. 

(a) Protection. When ordered to secure classified materials, all hands will ensure that 
classified documents are immediately placed in security containers. 

(2) Command instructions provide detailed procedures for personnel discovering, 
reporting, or combating a fire within the COMNA VRESFORCOM area. Upon notification of a 
fire, all personnel, prior to evacuation, will secure all classified material. If it is not possible to 
safely secure the classified material, it will be left in place. Under no circumstances will 
personnel risk death or injury to protect classified materials from fire. 

(3) Base police will provide a perimeter guard for the building to control access to the 
area. This guard will continue until the fire has been extinguished and safety permits the 
SCMSRO and KOA manager/alternates to ensure that all classified materials have been 
destroyed. In the event firefighters or subsequent investigative personnel enter a classified space 
with exposed classified material, it shall be the responsibility of the security manager of that 
space to ensure that those firefighters/investigators are debriefed in accordance with current 
Navy security instructions. 

d. All personnel, military and civilian assigned or attached to COMNA VRESFORCOM 
receiving a bomb threat shall take the action prescribed in reference (f). Upon orders to evacuate 
the building, aH classified material will be secured. 
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The primary consideration is the safety and welfare of all personnel. If it is not possible to safely 
secure or remove the classified material, it will be left in place. During a bomb threat, under no 
circumstances will personnel risk death or injury to protect classified materials. 

e. When hostile action occurs, it must be assumed that classified material is an objective 
and all actions must be directed at keeping the materials from unauthorized personnel by means 
of protecting or destroying as conditions dictate. 
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FIRE PREPAREDNESS AND NATURAL DISASTER PLAN 

1. Natural Disaster emergencies are emergencies that include fires, tornadoes, floods or other 
natural disasters. In the event of an emergency, call the local authorities, as . applicable and alert 
the CDO of the emergency after the authorities have been called. In the event of a tornado or 
other natural disaster, secure equipment and report completion to the SCMSRO. Assigned 
personnel will be directed by the KOA Managers to efficiently secure or safeguard equipment. 
The following paragraphs list the procedures to be followed for each disaster. Check off each 
procedure after it is completed. 

2. Fire Emergency Plan. Should a fire occur around or within building NH-32 on NSA 
Hampton Roads, the KOA manager/alternates will take the following steps: 

a. Under no circumstances will anyone subject themselves or their subordinates to possible 
death ,or injury to protect classified material from fire. 

b. If it is not possible to safely secure or remove the classified material, it is the 
responsibility ofKOA Managers or on-scene personnel to shut the vault door, but not spin the X-
09 lock to allow fire fighters swift access into the space. Personnel will evacuate the area and 
the material will be left in place to be consumed by the fire. 

c. When fire fighters arrive, they will immediately be admitted to secure areas. Every effort 
will be made to get names and identification numbers of all fire fighters who were exposed, or 
had access to classified material, only after the emergency is over. 

d. If the KOA manager or alternates are not present, every effort will be made to contact 
the-KOA manager or alternates and provide them with all information pertaining to the 
emergency. 

e. To the maximum extent possible, ensure that only fire fighters are allowed into secure 
areas. When given the "all clear" signal from the fire department, a guard will be posted in the 
secure .area until the KOA manager and/or alternate present can perform a post-emergency 
inventory and report any losses or unauthorized exposures to appropriate authorities. 

3. The natural disaster emergency plan's primary objective in case of a hurricane, flood, 
tornadoes, etc. is to secure all classified material so that it will not be damaged or destroyed. 
Complete and initial the following actions: 

a. Enter the KOA vault and power down KMI client node Management Client 
(MGC)/ Advanced Key Processor (AKP), STE phone, and other associated classified devices. 

b. Remove KSV-2_1 from STE and KG-250 High Assurance Internet Protocol 
Encryptor (HAIPE) Crypto-Ignition Keys (CIKs) from crypto-equipment. 
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c. Remove the HAIPE from current location and store in sectlfe safe along with KSV-21 
and CIKs. 

d. Disconnect all cables from all devices and properly secure in KOA vault room 114A. 

e. Move the KMI client node from the floor to the shelf and secure so that it is immovable. 

f. Ensure the safes and vault are locked and leave the space. 

g. Take necessary action to ensure optimal security is established and maintained until the 
threat of compromise is gone by arming security systems and performing periodic security 
checks. If applicable, contact local base security. 

4. After the emergency has passed: 

a. Report any probable exposure of classified COMSEC material to unauthorized persons 
during the emergency to SCMSRO and KOA Manager. 

b. KOA Managers shall conduct a post-emergency inventory of COMSEC material to 
identify and facilitate rapid reporting of the material relocated or destroyed, to include the 
method and extent, and any COMSEC materiel items destroyed or presumed compromised. 

c. Report the findings to Commander, Navy Reserve Forces (COMNA VRESFOR), 
Commander COMNA VRESFORCOM. 
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HOSTILE ACTION EMERGENCY PLAN -

1. Hostile emergencies pertain to enemy or terrorist attack, riots, or mob actions, civil uprisings, 
and in all cases the assumption will be made that classified material is the target. All actions 
must be directed at protecting the material from unauthorized personnel by means of securing, 

- removing, or destroying as conditions dictate. The following physical security protection 
capabilities provide security during hostile emergencies: Perimeter controls around base, gate 
guards, roving security guards, restricted building access, quarterdeck watches, restricted room 
access to the secure space, and the intrusion detection sy~tem. External communications during 
emergency situations should be limited to contact with a single remote point ( e.g. Base security, 
local law enforcement). Below are four stages of hostile emergencies and actions that should be 
taken: 

a. Stage 1 - Potential Threat. In the event that internal or external situations pose a potential 
threat to the command's classified and cryptographic material, the commander, on the advice of 
the KOA manager and SCMSRO, shall determine if cryptographic material needs to be centrally 
stored under guard in the secure room and whether the command's communication material 
system (CMS) holdings should be decreased. 

(1) Action - Emergency removal of COMSEC equipment is defined in enclosure (6). 
Reduction in holdings via transfer, removal or destruction to include: 

(a) All superse~ed keying material. 

(b) All reserve on board .keying material except what is needed to carry on present 
operational commitments. 

( c) All nonessential classified material. 

b. Stage 2 - Probable Threat. When a hostile action threat to classified and/or cryptographic 
material becomes probable with or without the contributing occurrence of a natural disaster. 

(1) Threat source - probability of hostile attack. 

(2) Time frame - from one to several days. 

(3) Action - precautionary destruction as outlined in enclosure (7). The cards for 
precautionary destruction are located in the EAP/EDP binder in the KOA vault. 

c. Stage 3 - Imminent Threat. In the event of an imminent threat of hostile action. 

(1) Threat source - attack by hostile forces. 
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(3) Action - complete destruction as outlined in enclosure (8). The cards for complete 
destruction are located in safe one in the KOA vault. 

d. 1 Stage 4 - Post-threat, conduct a complete inventory of all COMSEC equipm~nt relocated 
or destroyed. 

(1) Report all findings to Commander, COMNAVRESFORCOM, SCMSRO, and KOA 
Manager. 

Note: If in the event of a Chemical, Biological, and or Radiological (CBR) attack the space 
has become contaminated, do not remove any material. Evacuate, secure the space and 
contact the chain of command for further guidance. 
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REMOVING MATERIAL TO A SAFE PLACE 

1. If it becomes necessary to relocate classified material due.to damage of the KOA vault or 
other means of securing the classified material from compromise or destruction in the event of an 
emergency, one location is provided as an alternate storage site: Navy Reserve Center (NRC) 
Roanoke, VA. 

2. Transportation of material will require two individuals; preferably armed guards. 

3. Material should be transported via a government vehicle if available. 

4. Ensure that all KSV-21s, CIKs, and Key Storage Device (KSD)-64 CIK Keys are shipped 
separately from their respective devices. 

5. Complete and initial the following actions: 

a. Enter the KOA vault and power down MGC/ AKP equipment. 

b. Conduct a full inventory of all COMSEC material held. Utilize the most current Change 
of Account Location (COAL) inventory report located in the KOA vault. 

c. Remove classified and Controlled Cryptographic Item (CCI) elements (KSV-21s and 
HAIPE CIKs) from crypto-equipment and prepare them along with HAIPE for transport. 

d. Securely pack all material for transportation. Use shipping boxes, folders, or duffel bags. 
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PRECAUTIONARY DESTRUCTION PRIORITIES 

1. When precautionary destruction is necessary, destroy keying material, and non-essential 
manuals in the order of priority specified below. 

2. Detailed precautionary destruction cards are in enclosure (13) 

a. Superseded keying material and secondary variables. 

(1) Secret, confidential, and unclassified primary keying material. 

b. Future reserve onboard keying material for use 1 or 2 months in the future. 

c. Non-essential classified manuals: 

(1) Maintenance manuals. 

(2) Operating manuals. 

(3) Administrative manuals. 

3. Once the threat has passed, conduct a complete inventory of COMSEC material to identify 
and facilitate rapid reporting of material relocated or destroyed, to include method and extent, 
and any COMSEC material items destroyed or presumed compromised. 

4. Report all findings to Commander, COMNAYRESFORCOM, SCMSRO, and KOA 
Manager. 

5. Once partial precautionary destruction is complete, send out an immediate message report 
using the format in enclosure (12). Accurate reporting of information concerning the extent of 
the emergency destruction is second in importance only to the destruction of the material itself. 
All personnel must ensure that, when time allows, all destruction is conducted, documented and 
reported to the appropriate personnel. 

Note: All emergency de.struction messages are considered at a minimum classified 
confidential unless otherwise noted. 

Enclosure (7) 



COMNA VRESFORCOMINST 2280.3E 
15 Feb 2024 

COMPLETE EMERGENCY DESTRUCTION PRIORITIES 

1 ~ Since personnel and/or facilities are limited, the following destruction priority list below is 
utilized for complete emergency destruction. 

2. Detailed instructions for complete emergency destruction are in enclosure (10) 

a. All superseded and currently effective keying material marked cryptographic (including 
key stored electronically in crypto-equipment and fill devices), MGC/AKP, PYQ-l0s, STE 
phones, HAIPEs, Tactical Local Area Network Encryption (TACLANE), and KSV-21. ' 

b. Complete COMSEC equipment maintenance manuals or their sensitive pages (simple key 
loaders, HAIPE, TACLANEs, secure network, and STE phones). 

c. Classified general COMSEC doctrinal guidance publications. 

d. Classified elements of COMSEC equipment (i.e. CIKs ). 

e. Remaining COMSEC equipment maintenance manuals and classified operating 
instructions. 

f. Remaining classified COMSEC material. 

Note: Unclassified chassis and unclassified elements-do not need to be destroyed. 

3. Once the threat has passed, conduct a complete inventory of COMSEC material to identify 
and facilitate rapid reporting of material relocated or destroyed, to include method and extent, 
and any COMSEC material items destroyed or presumed compromised. 

4. Report all findings to Commander, COMNA VRESFORCOM, SCMSRO, and KOA 
Manager. 

5. When complete emergency destruction is completed, send out an immediate message report 
using the format in enclosure (10). Accurate reporting of information concerning the extent of 
the emergency destruction is second in importance only to. the destruction of the material itself. 
All personnel must ensure that, when time allows, all destruction is conducted, documented, and 
reported to the appropriate personnel. 

Note: All emergency destruction messages are considered at a minimum classified 
confidential unless otherwise noted. 
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KOA VAULT DIAGRAM (LIST BUILDING AND SPACE) 

Safe4 Safe 2 

Safe 3 

VAULT SHREDDER 

KOA VAULT 
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METHODS AND LOCATION OF DESTRUCTION 

1. The three approved methods of destruction of COMSEC material for 
COMNAVRESFORCOM are shredding, burning, and pulverizing. Use the most expeditious 
manner in a given situation. 

a. Shredding. The cross-cut shredded method is approved for paper COMSEC material. 
This method of destruction is slow for bulky documents. There are two locations that can be 
utilized for shredding destruction within the KOA area. Primary cross-cut shredder is located in 
KOA staging area room 114A. The secondary cross-cut shredder _is located in SIPRNET cafe 
room 115. 

b. Burning. Controlled burning is permitted when it does not threaten human health and the 
environment. Burning should be considered as a last resort. If burning is the only other option 
of destruction, then a single fire in a trash can may be utilized. Best practice for burning 
COMSEC material is to loosely place the documents into a trash can and slowly move the 
material around with a broom handle to allow adequate burning of the material and to prevent 
smothering of the flames. Ensure that all material is destroyed prior to departing the area. 
Lighters are located in the KOA vault for the purpose of emergency destruction by means of 
burning. The burning should be conducted on the south side of the building located next to 
smoking area. Utilize a metal container trash can located inside the KOA vault. 

c. Pulverizing. The disintegrator, located in the N6 server room 114, is approved for the 
destruction of crypto equipment and· chassis if necessary. The sledgehammer located in the 
KOA vault will be utilized for the destruction of small cryptographic devices and cryptographic 
device-associated materials (KSV-21s and CIKs). 
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EMERGENCY DESTRUCTION OF STE/KSV-21 ASSETS 

1. Emergency destruction of STE (sec1:,1re phone) assets will be completed only when complete 
emergency destruction is necessary. The following will be completed upon notification that 
complete emergency destruction is necessary: 

a. Zeroize all loaded KSV-21s held by the account in the following order (based on level of 
the keying material loaded into the terminal): Top Secret, Secret, or Confidential. 

b. If a lack of power prohibits keying material Fill Device (FD) or a loaded terminal from 
being zeroized, then ensure all keying material and CIKs/KSVs are physically removed from the 
area. In extreme emergencies, an attempt to physically destroy fill devices and CIKs/KSVs is 
allowed. Material can be burned or broken as much as possible to prevent unauthorized use. 

2. If time allows, STE phones and CIKs/KSV s should be removed from the area. If adequate 
time is not available to complete the destruction, then CIKs and KSV-21s associated with 
configured terminals must be physically removed from the area or placed in secure storage 
container. )fthis is not possible, the following actions, listed in order of priority, must be taken: 

a. Use a STE to zeroize all unused KSV-21s. For a complete listing of all KSV-21s, use the 
running inventory located in the COAL binder located in the KOA vault STE file cabinet, room 
114A. 

b. Zeroize the STE terminal. In order to zeroize the STE terminal, press the "menu" key 
then press "scroll" twice. The terminal will display "zeroize terminal", next press "select" and 
the terminal will again display "zeroize terminal." Press "confirm" and the terminal will prompt 
you to press "continue" when it has finished the zeroeization process. • 

3. Reporting STE/KSV-21 terminals and CIK destruction is second only in importance to the 
destruction itself. All personnel must ensure that, when time allows, all destruction is conducted, 
documented and reported to the appropriate personnel. 
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SAMPLE NOTIFICATION MESSAGE 

OTTSZYUW RHOIAAA000l XXXXXXX-XXXX-RHMCSSS. 
ZNYXXXX 
0 XXXXXXZ JAN XX 
FM COMNA VRESFORCOM NORFOLK VA 
TO CNO WASHINGTON DC//N614// 
NCMS WASHINGTON DC//N5// 
DIRNSA FT GEORGE G MEADE MD//I9121// 
INFO COMNA VRESFORCOM 
CMS AA NORFOLK VA 
BT 
CLASSIFICATION //N02280// 
MSGID/GENADMIN/COMNAVRESFORCOM// · 
SUBJ/PARTIAL PRECAUTIONARY DESTRUCTION (OR) 
COMPLETE EMERGENCY DESTRUCTION// 
REF/ A/DOC/SECNA V WASHINGTON DC// 
REF/B/DOC/NCMS WASHINGTON DC// 
NARR/REF A IS SECNA VINST 5510.36A AND REF B IS CMS-1.// 
POC/NAME/GRADE/COMNAVRESFORCOM/-/TEL: 757-XXX-XXXX/DSN XXX-XXXX// 
RMKS/1. (S) PER REFERENCES (A) and (B), THE FOLLOWING INFORMATION IS 
PROVIDED: 
A. ST ATE THE MATERIAL DESTROYED 
B. THE METHOD AND EXTENT OF DESTRUCTION 
C. ANY CLASSIFIED COMSEC MATERIAL ITEMS PRESUMED 
COMPROMISED (E.G., ITEMS EITHER NOT DESTROYED OR NOT COMPLETELY 
DESTROYED). 
DECL//Xl// 
BT 
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COMNA VRESFORCOMINST 2280.3E 
15 Feb 2024 

PRECAUTIONARY EMERGENCY DESTRUCTION CARDS 

PRECAUTIONARY EMERGENCY DESTRUCTION 

CARD 1 OF 2 

Pt:RSONNl:;L RE:QU_IRE_C: 1 
SECURITY CLEARANCE: S~_,CR21 
TOOLS/EQUI?l~E:NT: • TNK PEN, EAP CARCS 

1. WHEN DJ REC:TED TO C0:1~I£NCE PIU,CAUT101\11.RY EMERGENCY 
DESTRUCTION TAKi:. THE ~ OLL(.\1;TNr N·':' .1. ~lr : 

(A) ASSEM9LE ALI l,VJ\ l i.ABLE u:s G'.lA'I'C~ PER::-.:ON:,JF:. FOR T ,fr: 
DSSJ'RUCT:C>N IN THE EKES VAUL'I'. 

READ THE FOLL.,JMING ALOUD FOR ALL HANDS : 

1. WE HAVE B!::EN IJ.! RECTED TO ChRRY O:JT PR!-:CAt:T 2'.0NARY E~~ERGEl~CY 
DESTRUCT'O};. 

2. 'l llE SEl~IOR PERSON PRE-;~a.wr J'I 'J'llE EMERGE~CY Dl-.SlRt:::110r-~ PLA'l 
(EDP), AS ASS:GNED PY IL GHF,R AUTHORITY WILL N:':' AS TEE 
DF,STR:JCTION COOIW-NA'IOR ANO CISTRIEUTE THr~ CES'd{UCl'JON CAR JS . 
RETURN ALI , CARDS 'l'O THE VES'!'RUC'I'lO(, COORD 11,A'!'OR :OLLOiHNG 
COMPLET:ox Ot ASS]G~~D DESTR~CTION. 

3. TH~: EW-;kGE~lCY DESTRUC:-IOK TOOLS/EQUIPMEN':' JS I.O~AlFD n; :·m: 
EKMS VAULT. THE PRIMARY MEANS OF DESTRUCTION WlLL S~ BURNJNG, 
SHRt:LJ{)l!-.;G AKC DEMOL1 SH ING ~\' l':'1-i A su:o:::;F !-IA'.'-lMf-'.R (MALLSl) . 

r.' P..CCl'f<.Al'f-. 1u:rc1 ~-~ \G d·· l :s~Rl'~:TTOl 1 :' St::CONDARY :N IMPJ~Ti\NCI:.. 
ONLY TO TES ~~STRUCTION T':'SCLF. 

s. rn:s JS AN EME:RGEl,CY SlTUATlON. AL:, c ►• ::::c~~ ~-ll :'. [fr ·'.A' 1 ~ TO 
PROT£CT Cl.Ass· i-'1E;) I~ffCR:>:Ji.'I':Ot~. i.cw,rv~'R, SAFE'l'lr'.' OF PERSONNEL IS 
PARAMOUNT. DO NOT ENDANGER YOUR LIFE 0~ THELIVES OF OTHERS FOR 
TBE SOLE SAKE OF DESTRUC~ION. 

6. CO~IMF'.NCE DF:STRUC'l'ION N.'TI m1s NO~. 
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COMNA VRESFORCOMINST 2280.3£ 
15 Feb 2024 

PRECAUTIONARY EMERGENCY DESTRUCTION 

CARD 2 OF 2 

1:.:0..!1- ~~S}'RU~_'!}_Q!~. ()_i-': Af.l. SU p:;.:q~ !:: r SD AND RESERVr. ('t·.J rl , iAkt; 1 r; , ) • , 

Kf,;YJ~G MATERIJ\L 

J:~RSOlmEL RF"QUI~f::_Q: 2 
SECURITY CU:'.AHANCF,: ::l£CR8T ----• --- ·--- · --- , ••• 

TOOJ.S/EOtn PM~:!_T: AN/PY0-10 

l. RF.MOVE T:IE hN/PYQ-< 3 S MPLE'. l.(E'f LOADE:R {SK:,) FRCM THE SHE~" , 
1,0CATE!J 1N THE Ei<l~S VAU:,'l. 

2. REMCVE 1':i!:: 2AP ON T!lP TOP CF SKL PRESS ANO HOL'..; ':"'HI:, RED 
'./:<l'.W.'.ZE RC'i".:'0~~ !:'~W. 1;1:{U. ~~£'COl11 l) f, . WAIT FOR A QUIK FLASH FROM 
THE LED TO RIGHT OF THE BU'l'1'0N WILL CONFIRM_ZER~IzATj"o~ ~ • 

P'tQ-lC SN ft PYQ-10 SN I: 

PYQ-10 St\l! PYQ-)0 SNl¼ - - -
PYQ-10 SNh PYQ-10 SNf. 

PYQ-lC SN~ PYQ-1 0 SN!i 

l'YC> 1 C SNft PYQ-10 SN¥ 

HE':'llRtJ 'l•lt 1'N/PY..,- 10 D::V!CES TO '.:'Ht Sr.t . .P. 

4. PR l l\'i AND S: G~-~ YCYJR NA>ff.: BET.ON. 

kE':.'CRN 7:HS CAF.f') TC THI-. lFS'l'ROCT ~ON CO::>RDJNATOR. 

t1C':': C'~ CONPLE'l 1-:D: / 
PRINT NAME stt:i~AruRr: 

AC'1'10N COM?LEI SD: / 
[>IHNT tlA>lt: SlGNAH !.:: 

2 Enclosure (13) 



COMNA VRESFORCOMINST 2280.3E 
15 Feb 2024 

COMPLETE EMERGENCY DESTRUCTION 

CARO 1 OF 7 

?~~~Q~-~_!::1, _ R~QU IR:::p: 1 
SE:CURITY CLEA:U\NCE: SECRr'.'1' ~- -•·- - _ _.,_ ..... ,, ~ ----· -- --,.~ ---
IOC!.i~/ EQ°-.1 PMENT: INK PEN, f,AP Cl\R'.)S 

1. WHEN DlRECTE:) TO CCMME)lCE CCM?LETE: £!-:ERG£NCY '.,ESTR'.JC'J JON 
TAKE THE FO:.LOt-/IN~ ACTH.lNS: 

(A) ASSE.M13LJ:.: AL:., AVAILABLE CESIGNM'ED PE:RSON~EL i-8~ 'fllE 
)F.S'l'RUC'l'I 8~1 rn THE EKMS VA:JLT. 

READ THE FOLLOWING ALOUD FOR ALL HANDS: 

1. WE HAVE BEEN DI IU:C'l'f,G '. U CARRY COT CC:-1PJ.E':'E EMERGENCY 
JESTRUCTI ml. 

? . THE SENIOR PERSON PRESENT IN THI-: ~:Mr:'.RGE>;CY DF.STRUcrro:-; PLAN 
!tCP), - AS ASS:GNED DY_ HIGBER l\UT:iORI'.:'Y \I/ILL ACT AS Tl!E 
Jf:S1'RUCTIO~~ CCORDINATOR AND lJ1Srttlbli':'F: 1'llF' DES7R'JCIION Cl\RDS. 
RE.TURN -ALL CARDS TC ':'HF: er:STRUC1' 10N COOF..:HNATCR FOLLOWING 
:"'.O!'•lP!.FTION 'IF ASSIGN~:() l)f-.S':'R:JC I' ON . 

3. T~ff. f:~lERC;ENCY D~:S'l'RGCTI O>I TOOLS /EQUI PMr:~-rr : s LCCATE.) : N THE 
P.l<i'-'.S VMJI,T. TliE PRIMARY MEANS or DF:S'.:'RUC:'10N W LI. HF: Bl;Rt-i:NG, 
SHfU•;D[)lN(:: AND DEMOI.JSHING WTTH A su:om: P.A.Ml~t-:R (MA: u;T). 

~, ACCURATE REPOR':'ING Of DESTRUCTl0:1 IS SECONDARY TN IMPOR'l'ANC:F 
o:-:LY TO THE DES'muc·;· wi,; lTSF.:, ; . 

" THJS :s AN bM8RGENCY SI'f:JATION .- ALL EtTOR1'S ~US'l lit:: MADE TO 
PROTEC'! CLASSIFJEC 1NfORMA1'10N. HO~E\1ER, SAFETY OF PERSONNEL I S 
PAI\AMOUNT . DO NOT ENDANGER YOUR LIFE O'R TBELIVES OF OTHERS FOR 
THE SOLE SAKE OF DESTRUCTI ON. 
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COMNA VRESFORCOMINST 2280.3E 
15 Feb 2024 

COMPLETE EMERGENCY DESTRUCTION 

CARD 2 OF 7 

FOR COHPLETE DES':.'RUCTJON Of': ALL SUPS~SEDED f1ND ~ESEHVl:: 01-: BOAR(.. 
<RORl AND Errf.c;,r\ir.-i<i'irr,G MATER!AL IN 1r1:-· Y )/:..:P 

PERS:)NNt J. R~.QU I RS D: 2 
SECURlTY CL!:,AH.ANCE: SECRE7 
TOO ,S/F'.QU!PMENT: KOK 32 <AKP ' 

. ... . 
2. P:U N'l OUT 1 Ni/EN'!'O:<Y REPOR7. 

3. 

4. 

J:-:STROY ACL SUPERSEDED, ROP. AND EF'FFCTIVE KEYING MA.TER.!.AL. 

P:HNT ALL SF-153 DESTRCC'lON REPOR'fS. 

5. ZE:ROI ZE 1 HE A:<P BY llOLD:!:KG THE ZE.RCIZE BU',."r◊~{S FO? :> 
SECONDS. 

7. R:•:'.'URN Till S CARD TC THI:; DES'l'RUC'l'JON COC~DJl.tl\TOR. 

NOTE: IF LACK OF POWER PROHIBITS KEYING MATERIAL FILL DEVICE 
(FD) OR A LOADED TERMINAL FROM BEING ZEP.OIZEO , THEN ENSURE THAT 

ALL !<EYING MATERIAL AND CIKS ARE PHYSICALLY REMOVED FROM THE 
ARE.A . IN EX'TREME EMERGENCIES, AN A'r'.I'EMPT TO PHYSICALLY DESTROY 
FILL DEVICES AND c :IKS IS ALLOWED . MATERIAL CAN BE BURNED OR 
BROKEN AS MUCH AS POSSIBLE TO PREVENT UNAUTHORIZED USE. 

NOTE: UNCLASSIFIED CHASSIS AND UNCLASSIFIED ELEMENTS NEED 
NOT BE DESTROYED. 

AC.Trot~ CCMPLE:'t::i): / 
P[,:N'l' XAME S l :,N,'\T:.;f<.E 

A'' I lCN CO ' FLF,7=-D : / 
-FK:tff ' i:Al·!E '.:.:NAn: ,u 
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COMNA VRESFORCOMINST 2280.3E 
15 Feb 2024 

COMPLETE EMERGENCY DESTRUCTION 

CARD 3 OF 7 

?ERSONKEi., , REQUI}~_r:_:): .?. 
SECURITY CLl;:ARANCF:; Sr:~::<E1' 
roo'::s]EQUJPf,J~t~:;: • :<G-l"l5V {TACLANE) 

PkOCF.OtJRF.S . 

A. rno:::s') i') Th;' SI?RNF.T :':Art SECURE R08M. ,!._ KG 1 ' 'IACLANE S 
LOCA7F.:-> :rN THE SECURE: ROOM, RA~K Di. 

B. Z::ROIZE UN1':• BY l'RESS : l,G THE ZEROl'ZE BUTTON AW\ EO" DINC, HJR c. 

sf:corns. 

----------·-- - --STOP AND RE.AD NOTES BELOW------ - ·------------

:; . iiNPWG U~l ':' E'ROY, 'fiALL AND REMOV[ FROI-! RACK. 

D. ;JSE SLFJDGf;tfAMMF"R, EAM"lF.R OR AXE 70 Sl{AS!I TEE KC • 75 A'lD P.07H 
C' I !s.r, !ff YO'lL RECOO~HTICN/i<.ECONSTRl!Cl' ; ON. 

.., 
PRINT i\ND SIGN YOUR Ni0~E 8S!.OW . 

3. RE'f'l;RN THIS CAR::> TO THE Di::STRU(.:1'10N CO~RIHNATCI-C 

NOTE : IF LACK OF POWER PROHIBITS KEYING MATERIAL FILL DEVICE 
(FD) OR A I.-OAOED TERMINAL FROM BEING ZER.OIZED, THEN ENSURE '.t'HAT 

ALL KEYING MATERIAL .ANO CIKS ARE PHYSICALLY REMOVED FROM THE 
AREA. IN EXTREME EMERGENCIES, AN ATTEMPT 'l'O PR?SICALLY OES'l'ROY 
FILL DEVICES .ANO CIK IS ALLOWED. MATERIAL CAN BE BURNED OR 
BROl(EN AS MUCH AS POSSIBLE TO PREVENT UNAUTHORIZED USE . 

NOTE: UNCLASSIFIED CHASSIS AND UNCLASSIFIED ELEMENTS NEED 
NO'l' BE DESTROYED. 

ACTION CO~IPLETED: I 

AC'I ION COMF P!';·r 8: / 
?Ritir NA~•lE s .. c.~;!A I uR:.: 
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COMNA VRESFQRCOMINST 2280.3E 
15 Feb 2024 

COMPLETE EMERGENCY DESTRUCTION 

CARD 4 OF 7 

PERSONNEL. REQU I HF:'.): 
SECURI,Y CI.F~A~6_t,fF: SECH.ET 
':.\.,G::..s/.:::r.,,}."'-lr,"l'T' : KSV-71 CARD 

1 . PROCE:DURF.: 

A. ?U:,I O~'T TH£ KSV-21 <.:ARD FROM P.E Sr.ELF. 

B. :ILL IN THE Sf.RI Al, NUMBER OF TIit KSV-2} CM<D l/T. /,. , Tr f: 
:AT:'AC!IED FORM}AN0 VERIFY l\C,AINST THf' SF'··'.!53 SF.Ml-AtrnUAL IN'IEtl':.'ORY 

Hl-~PORT ON FILE ( H' AVA] LlABLI::) . 

C. DESTROY KSV· ?l CARD HF:YOND RECOGNITIOt-,:/RECCNSTRUCTION. 
Ll!' s·~,,_oy US J~G 'A SLED~E',HAMHF.R, HAV.MF.R OR AXE-.:. 

D. CU::CK 'lHE KSV-2 .. : C.1 RD Off AS DESTROYED. 

NiJ("'. SHO:-.T 1:::u: t[I ACC'.f t-.UMB!::R LCCAT:Ot, 
K:3\1-21 T._A I ,-J')J ') EKt-is ROO~i 

2. ?R:-t•i"? r,i;e • IG 'I VL l 'R NA"-lE 3:::,01<1. 

"'l Rl-:'!'()R\ Tli :,; CA?L TC 'i'HE D.EST£\UCTION '.0"'k:)1 ·~r.mc~ . 

ACTlCh C'O"lPLF.'l'L' f•: / 
PRINT l~A'ME SJGNA'l'l:R:C 

/1CTIO!.; CO!-lfLl::n.:v: / 
PR1N'l NA~{::.: SJGl~A'. r;:..: 

SERlAL NU!-!3E!< 
111nn 
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COMNA VRESFORCOMINST 2280.3E 
15 Feb 2024 

COMPLETE EMERGENCY DESTRUCTION 

CARD 5 OF 7 

PERSONNEL REQlJIREp: 
§::;(;tlfq_ry cr.~F.:ARN•,CE: SECRET 
TOO!.S /EQU: ~'Mt;~,'r: STF' 

1. TO ZEROli~ ~H~ STf: 

1,.. rn~:::;s MENU 
B. PRES;; SCROLL •~0)'ilCt:. 

:·rm.: TEHMINA'..., ,.' T01, fJfSPLAY "ZERO:ZE ·i.'ERMlNAL"i 
C. :RES~ SELECT 

(THF. ':'ERl•l:NA·, \HLL l.Gldl\ ;JISPLA':' "ZEROIZE TERMINAL"). 
D. ?RISSS CONFIBM 
E. PRF.::8 CONTINUE h!H;:N rT HAS rrn:SHEC THI:: ZERCI2A1'1(.)N 

P:<OCESS. 

---------------STOP AND READ NOTES BELOW-----------------

F. lll\!?LOG :Jt.;IT FROM WAJ,T AND REMOV!,.; lHOM Rl'tCK. 
G. USE SLEDGEIIAf-'J·lER, l!AMM~:R OR AY.£ 10 St~AS!: ·~'Hi:, S'l E th.,'~t •'J', 

RSCOGt-; '. 'I . m, /RFC-ONS'IRU::::':' ICN. 

? , PRH-T A~D SJGN YO:JR NAMES 13ELOW. 

3. R!::nRN '"H l S CARC ·ro 'l'IIE DESTRGC'l' J 0}-; CCORW t\A':'Cl-Z. 

NOTE: IF LACK OF POWER PROHIBITS KEYING ~'l'ERIAL FILL DEVICE 
(FD) OR A LOADED TERMXNAL FROM BE!NG ZEROIZED, TH.EN .ENSURE THAT 

ALL KEYING MATERIAL AND KSV-21S ARE PHYSICALLY BEMOVED FROM THE 
AREA. IN EX'rru!ME EMERGENCIES, AN A?TEMPT '1'0 PHYSICALLY DESTRO! 
FILL DEVICES AND KSV-21S IS ALLOWED. MATERIAL CAN BE BURNED OR 
BROKEN AS MUCB AS POSSIBLE TO PREVENT 'UNAUTHORIZED USE. 

NOTE: UNCLASSIFIED CHASSIS AND UNCLASSIFIED ELEMENTS NEED 
• NOT BE DESTRO~BO. 

ACr:o:-.J COMPL~':'E:J: / 
PR:t-::· NA.ME: SIG?•fr1fURt 

ACr:o~ COMPLETCJ: / 
-PR:·N;i, NANr S l Gt--A .'UK~. 
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COMNA VRESFORCOMINST 2280.3E 

15 Feb 2024 

COMPLETE EMERGENCY DESTRUCfION 

CARD 6 OF 7 

FOR COMPLETE DESTRUCTIO~ or: ~r - ?~ □ {HA:?E) 

;.,E.RSO)i~CL_ P,E:OUIRED : 2 
S£CURITY CLEr,RANCi- : SFX:HET 

# - ·~- ~ -

1. PRCCP.DU~ES. 

A. ZEJm: z_. lH, l 1.-'Y PRFSSING THE ZEROHE Bur~·o:-; Mm HOLl)JNG FOR !.. 
Sf.CONDS . 

---~-----------STOP AND READ NOTES BELOW•------------ -

IL CNPLU~, Ut-lJT rn<w. WALL. 

C. t;SE SLEDGC:HAMMER, HliMMER OR AXE TO S1-'J\Sli 71,f: KC- ✓• c,' AN D ..: :r:! 
C 1 K$ 81::YOND RECOC.N I Tl ON /Rl::<.:CNS'lRIJC'J'J ON. 

,. . . PR~!,T AND SlGt~ YOUH NAMES BI::.LOW. 

RETllfH, ':'HI S CARD TO THE ~ESTRiJCT:ON COUrUlNA'l'Of<.. 

NOTE : IF LACK OF POWER PROHIBITS KEYIN_G MA'l'ERIAL FILL DEVICE 
(FD) OR A LOADED TERMINAL FROM BEING ZEROIZED, THEN ENStm.E THAT 

ALL KEYING MATERIAL AND CIKS ARE PHYSICALLY REMOVED FROM THE 
AREA. IN EX'l'.REME EMERGENCIES, AN ATTEMPT TO PHYSICALLY DESTROY 
FILL DEVICES AND CIRS IS ALLOWED. MATERIAL CAN BE BURNED OR 
BROKEN AS MUCH AS POSSIBLE 'l'O PREVENT UNAUTHORIZED USE. 

NOTE: UNCLASSIFIED CHASSIS AND UNCLASSIFIED ELEMENTS NEED 
NOT BE DESTROYED . 

11cr;m, • C0MPLFTI:::D : / 
PRINT NAM~ SIGNATtR: 

A~ . I~~ C0~ 0 ~C~ t 1: I 

PRIN'i' NAME S!GNA'l'CR2 
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COMNA VRESFORCOMINST 2280.3E 
15 Feb 2024 

COMPLETE EMERGENCY DESTRUCTION 
CARD 7 OF 7 

P£RSONN!;,L ~tf~O~JJf3t~D: 1 (CESTRUC'l'ION (C-JHD!!U-.'ICR) 
SECURI':'Y Cl,F.AR/1.t,CF: S:'.CRE'l' ~- -- --~- . --·• -~ - •-· .. 
TOQl_S(l'.'.~l!JJ E.'.Mb~'f: NOl-~E 

l . RE!?ORT COMPLE:rot, OF COMPLf.TE F.MT-:RGCNCY DESTRUC'l'ICN. 

7. EKSURE YOV HOLD cr,.i.,:.;s .!. 'i'!!ROJGI: 7 :)f' I ;{I~; ~-EST~t'r_'l'10!\ P!./\'l . 

3. UPCN cor~?LETJ Ct, OF COMPLETE EMERGENCY OES':'RUC:Tl CN, REPORT 
co:•H'LE'.:."ION '1'0 ':'HF. STAFF CKS RE:S?Ol.SIB!LI1Y onc:ER (SCMSRO). 

4. 'l'EF SCMSRO SHALL FOLLOW THRO:JGE TO ENSURE At~ t.:P-70-DJ:SE 
OF'.STRt:CTlON REPOR'l' IS GENERATED At•:,-, TRANSMITTED, VrA THE MOS1 
F.XPED1':'IOUS MEl\~S, TO THE COMMANDlNG OE ''IC'LF<.. 

5. STATE: I?-1 THE RF PORT TH!-: MA'.:'ERIAL D.SS'IROYEJ, THE METHOr: AND 
EXTENT or Dr:S1'RIJCTTON, ANO AKY CLl\SSIFlED CO~ISEC MATERlAI I '•'S 
'"'Rf<···:-1. D r'r,~:-'FuMJ ~.:::u ( .: . E. I':'EMS El'THF.':< NOT JRSTROYF.D OR !~OT 
r;v~Pl,1-~'::: !.Y DF.STROYED). 

1'.:r:ox COMl'Ll:;'l'l::D: / 
i' I~ :;:K"', ~AME S 1 :.:ii ;;.:~·;_i f..:E 
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